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Abstract—This paper considers a hybrid peer-to-peer (p2p) the structures of the peer-connectivity graph family amdeti
system, a dyna_mic distributed caching system with a_authoritative to live for query resolution.
server dispensing contents only if the contents fail to be fmd However, it has been observed that a considerable portion of

by searching an unstructured peer-to-peer (p2p) system. We . . . . .
st):de the cagse when some pegrs ma&%t be(?mf;) coyoperative peers in practice do not cooperate mainly in content shanig

in the search process and examine the impact of various non- POssibly search query forwarding, and such selfish behgvior
cooperative behaviors on the querying load on the server ashé significantly degrade the performance of content distidout
peer population size increases. We categorize selfish pedrdgo  [12], [13]. Thus, it is of critical importance to study howeth
three c_IasseS|mpat|ent peersthat directly query the server without performance of hybrid p2p systems will be in presence of
searching the p2p systemnon-forwarders that refuse to forward ) .

query requests, andnon-resolvers that refuse to share contents. selfish peers, which has been under-explqred to the bestrof ou
It is shown that in the hybnd p2p System, impatient and/or nm- knoWIedge. Note that peers can haVe various SelfISh beisaV|0r
forwarding behaviors prevent the system from scaling well ecause and scenarios in terms of what and how. Thus, in this paper we
of the high server load, while the system scales well under & classify selfish behaviors into three categories;irtipatience
non-resolving selfish peers. Our study implies that the hylid — \eaning direct access to the server without searching other

p2p system does not mandate an incentive mechanism for comnte " f dina that ref to f d .
sharing, which is in stark contrast to unstructured p2p sysems, peers, (i) non-forwarding that refuses to forward queries,

where incentivizing peers to share contents is known to be agy and finally (iii) non-sharingthat refuses to share contents.
factor for the system’s scalability. In our model, the system consists of a server, selfish peers

and altruistic (hence cooperative) peers; some fractiqueefs
are selfish. Also, depending on how selfish peers behave, we
In a simplified peer-to-peer (p2p) search scenario, peats aonsider two scenariostaticone in which selfish peers always
known service/data objects are given geospatial coombnatact selfishly when handling queries during the whole staijoper
Queries to (presumed) known coordinates are then forwardadhe system, angrobabilistic one in which selfish peers opt
to neighboring peers that are closest. Under certain tgiedd to act selfishly with some probability when handling queries
conditions (e.g., the presence of long distance neightddjs [ The probabilistically selfish peers correspond to those who
it can be shown that forwarding is efficient. Typically basethay want to hide their non-cooperativeness to avoid being
on consistent hashing, distributed hash table (DHT) coatei detected. This paper investigates how each selfish behawior
systems also have good forwarding-delay properties, ., their multiple combinations affect on the scalability of ybhid
peers are expected to be able to resolve queries for dataiserp2p system measured by the server load as the number of peers
objects which are proximal to themselves in (hash) key spadecreases.
In an unstructured search, as considered in this paper, th&he main contributions of the paper are as follows:
contact/resolution time in hops of a single-threaded oitéidy 1) We provide mathematical and numerical analysis of the
scope flooded query (including an anycast) has been studiedimpacts of various selfish behaviors on the server load for
using techniques from the spectral theory of Markov chains both static and probabilistic scenarios. In both scenarios
and random graphs, e.qg., [3]-[7]. we prove that the scalability of the hybrid p2p system is
In this paper, we consider the impact of selfish behaviors on preserved in presence of non-resolving (i.e., non-content
content distribution using local search for a hybrid unstuted sharing) peers under the same conditions for the scalabilit
p2p and client-server framework consisting of an authtivita of fully cooperative hybrid p2p systems. This is in stark
server and unstructured peers [8]-[11]. The interest orbaithy ~ contrast to that in purely distributed unstructured p2p sys
p2p system is increasing since it can provide scalable nbnte tems. However, the scalability does not hold any more in
distribution and overcome weaknesses of purely unstredtur presence of non-forwarding or impatient peers.
p2p systems, including illegal content disseminationseRdy, 2) For the static scenario, we obtaolosed formsof the
the authors in [6] showed that hybrid p2p systems have good server loads and the probabilities of query resolution by
scalability under the assumption that all peers are cotipera  the server under various selfish behaviors. This leads to our
implying that both obtaining scalability and preventiniggal main result about the scalability of the hybrid p2p system
content distribution are feasible. They proved that a kd/bri under the static scenario. These studies additionallyr offe
p2p system can alleviate the server load significantly for a more accurate scalability properties, and they can also be
random walk based content search, under some conditions orindependently useful to other analytical studies of hybrid

|. INTRODUCTION



p2p systems. The main novelty of this analysis lies in metwork and all of them have direct connectivity to the serve
definition of “contact set”, that is an extension of the set dfhe peers constitute an undirected, connected géaph E).
peers with the content in the fully cooperative p2p systerfihe graphG represents a p2pverlaynetwork, where one hop
This allows us to make mathematical connections betweinthe overlay may correspond to multiple “physical” hops.
fully cooperative studies in [6] and partially cooperativ®enote byd; the degree of nodé, and letd := max;cy d;
ones pursued in this paper. be the maximum degree. Once the graphs given, there is
3) The analysis of the probabilistic scenario is much moed-chan associated random walk, which is a discrete-time Markov
lenging than that of the static one since the peer selfishnessin with transition probability matri whose entries are,
is intermittent and hence the contact set mentioned abdwee all peersi,j € V,
becomes highly dynamic. To overcome this issue, instead o Ti#j, (i,)) € E,
of obtaining closed forms as in the static scenario, we Ri; _{ 0 otherwise,
provide comparison results between the static scenario and
the probabilistic one, which suffice to determine scalgpili Peer churn.Peers dynamically enter and leave the system. We
Our approach considers “virtual walks” in the query prop&@ssume that as soon as a peer departs the system, a new pe
gation. This provides analytic separation between theyqueanters the system and replaces the departing peer (thidimpde
propagation dynamics and the peers’ selfish behaviors. assumption for peer churn is commonly made in literature, se
Our results imply that for a hybrid p2p content distributio®-9., Sec. 2.4 of [17]). Thus, neither the total number ofrpee
(or caching) system, an incentive mechanism for content shBor its graphical topology~ changes. Peers stay in the system
ing is not necessary, while an incentive mechanism for imp#r an independent and identically exponentially disttéol
tient peers and/or non-forwarding peers is essential toguiee  time with mean1/y. Peers can generate query requests for
the scalability of the system. Note that incentive mechmaais the contents in the system. For simplicity, we consider teec
for content-sharing have been extensively studied, elgt] [ Where the queries are generated for only one content and thos
and less attention has been paid to other selfish behavians tHUery requests are generated only by newly entering peés wi
non-sharing selfish behaviors [15]. We show that in hybrigrobability p. The query request probability = p(N) can be
p2p systems, non-forwarding and unconditional accessdo & function of the total number of peef§. Then, by Little’s
server cause more dominant increase of the server load tif@finula [18], the mean rate at which peers “arriveNg (1/ ),
non-content-sharing. Our finding suggests two opposite af@d so the mean load (query rate) at which queries are gederat
arguable points. Since the impact of non-forwarding selfid#:
behaviors is critical, study on incentive mechanisms fagrgu mean load = pNu. 2)
forwarding may be important [16]. Searching informatioreov
social networks could be achieved through query propagatio

(1)

A new peer, who is cooperative, first sends a query to her

p2p systems. The other aspect is that query forwarding emst elghbormt?] peers who_ ft'rthff’.r rzelay the ﬂuedry toﬂother peetrﬁ
be regarded negligible since the forwarding cost is much |ggOWEVET, INere may exIst SElliSh peers who directly access

than content-sharing cost. If forwarding cost is small ejioto server. After sending a query to the peers, the (coope)aiaer

be considered negligible and peers are willing to forwarel ﬂ#ﬂ'é'at.'nsntpsqgijoelr.yg;a'ts ];?trhae ql;gydLeeSOrI]L:)tior;trttehsgtr)geﬂ(l)l;l] o
queries, then in the hybrid p2p system, it suffices to comside given 1l W& max. P S 9 spons

incentive mechanism to prohibit peers from direct accestia b);ITéjnz(ﬁét g:ﬁgsathnee\?vr?gejzs(if;f:&clh'?c? ttr:]: E;Benrivgrk as
server. Such an incentive mechanism seems much simpler tﬂ ﬁ q y
e

that for content sharing, because an incentive mechanism - Vn::)e tt:e t?rit of p?ers poist?szlr;g ttvr:/e cnon'rt]er:':qaémnmreni ;
content sharing requires a complicated design of fair rdimgr assume the time-scale separation between churn dynamics

and implementation difficulties such as heavy communicati nd cpntent _re_solut|on, l.e., the maximum query respomse t'
overhead load and reliability [14]. Our results show that g™** is negligible compared to the mean peer lifetimg.
hybrid p2p system can be a more practical scalable and effici

content distribution architecture against selfish behaviban
a fully distributed p2p system with an incentive mechaniem f
content-sharing, when the forwarding cost is negligible.

en, the churn statel(¢) forms a continuous-time Markov
process with transition rates depicted in Fig. 1. If a peef, A
leaves the system (at rajg and the new peer replacing
does not send a request (with probability- p), then the state
changes fromA to A — {z}, i.e., at rate(1 — p)u. If y € AS(

Il. MODEL where A¢ is the complement ofl), leaves the system (at rate

In this section, we describe our model of a hybrid p2p systefd @nd @ new peer replacing sends a request (and acquires
with a server and many peers. Among many content seafPff content, with probability), then state changes from to
mechanisms, we consider a popular random walk based quéry (v} (8t ratepu).
propagation. Our model is similar to that in [6] except tha@uery propagationWe assume that queries are propagated by
some peers may be selfish while others are cooperative. ~ a continuous-timerandom walk which is a lazy version of

) (1) where the holding time at each pegeis independently
A. Network, Peer Churn, and Query Propagation exponentially distributed with meah/s. A cooperative peer
Network. We consider a hybrid p2p system that has a singigsuing a query sends a query packet to one of its neighbors
server andN peers. The peers form an unstructured p2phich is chosen uniformly at random. A peer that receives the



(I-p)u Scenarios Depending on how peers act selfishly, we provide
the analysis under two scenarios:

G VreA » Static. The peer’s attribute on selfishness or cooperative-
ness is sustained until it leaves the system. Hessdfish
peersalwaysact selfishly whenever they handle a query.

pu « Probabiligtic. In this scenario, eackelfishpeer acts self-
Vy € AC ishly with probability 5 € (0, 1] vv_helj the peer handlgs a
query request. Thus, the probabilistic behaviordct 1 is

Fig. 1: Continuous-time Markov process ()} the same as the static behavior. This scenario often occurs

query packet checks whether it has the requested content. If IN Practice, since selfish peers often want to hide their
it has the content, it replies and shares the content with the Selfish actions by being intermittently selfish.
peer who initiated the query. Otherwise, it simply forwatids 1. M AIN RESULTS

query packet to one of its neighbors also chosen uniformlyThis section summarizes and discusses the main results of

at random. However, seliish peers may refuse to forwardt@e impacts of selfish behaviors on the asymptotic serverdsa

query packet or _share the Cof‘te”t- In the f°”°W'T‘9 secls_nzm, N goes toco. The complete proofs of this section are provided
formally categorize such selfish behaviors. Again, to sifypl in Sections IV and V following this section

analysis, we assume that peers can receive the same query

packet multiple times (i.e., no “taboo” list is maintained ithe A. Prior Work: A Fully Cooperative Case

packet to avoid cycles or enable reverse-path forwarding of Before addressing our main results, we briefly state the
successfully resolved query). The query propagation dyt&Mye|ated results of [6]. Under the assumption that all peees a
can be thought as a continuous-time random walk @ta#ic copperative, the authors of [6] got the probability of query
p2p network , i.e., no peer leaves or enters the system whilgo|ution by the serves(p), and showed that the average load
a query propagates among them, since it is assumed that dRethe serverNps(p), is bounded asV — oo regardless of
maximum query response time is negligible compared to then) (note thatp is a function ofN') whenT .« (N) = Q(N)?
peer lifetime. Note that the query propagation is modele@ bygng {G(N)}3s_, is an expander family whose definition is
transition rate matrix@) of a continuous-time Markov chain, a5 follows (see Corollary 1 in [6]). A sequence of graphs

Qi = dé if i £ j, (i, j) € E, ©) {G(N)}F_s, isAan expa'nder family if
where a state in the coLntinuous—time Markov process of query TT hzfrnj;lop Tewy < %0
propagation is a peer which handles the query packet. (see also [19] and (3) of [6]), where
B. Selfish Peers: Behaviors and Scenarios o = (1-A)7L
We assume that a fractian of the peers are selfish whilefor a graphG = (V, E) with |[V| = N and )\QR) is the

the rest are cooperative peers. To formally model selfishoks second largest eigenvalue of the transition probabilityrixa?
peers, we classify selfidhehaviorsand consider twscenarios associated withG' (see (1)). It was evidenced that the overlay
each of which corresponds to being selfish avdlatandhow graphs of unstructured p2p systems are expanders (e.g., see
peers act selfishly, respectively. [3D)-

Behaviors.We consider five selfish behaviors as follows: B. Our Results

S1. Animpatient peer does not send a query request to the p2p
system, but instead directly accesses the server to acqlﬂ)i
a content without delay.

Once there is a constant fraction of selfish peers, the selfish
Ehaviors generally increase the server load and may ceampro
mise the scalability of the hybrid p2p system. The increment

S2. A non-resolving peer does not share_contents, even if Bn the server load depends on selfish behaviors as stated in
owns them, but merely forwards queries to other PEers.thaorem 1

S3. A r:on-forwarg:ng peer goes rt10ttforward queries and does Theorem 1:For both static and probabilistic cases,Ms—
NOT POSSESS the queried content. oo, the hybrid p2p systems have server load that is
4. A blackhole peer neither forwards a query nor resolves . .
) boundedunder non-resolving peers, {iG(N)}%¥_, is an

query (though the peer may possess the queried conter%l. . i
Note that possessing content and being a blackhole are Z?]%e)l.nder family andlmax(N) = Q(N) regardless of

“independent” properties of a peer. ’ . .
S5. A completely selfishpeer is one that is both impatient and(b) _unboundedmdq Impatient, bIaCkhOI?’ or completely self-
ish peers wheflimy o, Np(N) = oo; and

blackhole. \)(8% unbounded under non-forwarding peers when
When a peer departs the p2p system and a new peer arri limyy o0 p(IV) exists andlimy . p(N) < 1, under the

replacing it, the new peer does not necessarily inheritelfesk . . i

property of the departing one: it is possible that the egipieer condition thatlimy .o Np(N) = co.

is selfish and the arriving peer is cooperative or vice véM&. 15 fynction f(N) = Q(N) if there is a real numbek > 0 such that
assume that the new entering peer is selfish with probability f(~) > kN for all sufficiently largeN.



The condition thaflimy_,.. Np(N) = oo in (b) and (c) the key of hybrid p2p system with selfish peers lies in how to
means that the demand for the content increases with theentivize them to forward queries. Two opposite, argeabl
population size, that is, the content is still popular evengize points can be discussed for non-forwarding peers. The first
of the p2p system gets large. Hence the results in (b) and ig)that the cost of forwarding (short) query messages may
imply that the server in the hybrid p2p system cannot suppd@ negligible, compared to that of sharing contents unless
query requests for popular contents as the total numberesEperesource is scarce (and as a result, users are willinfprto
is increasing. ward query requests). Thus, one may connect Theorem 1 and

Note that under the identical conditions for scalabilityeof simple payment-based incentivization for impatient pe&rs
fully cooperative hybrid p2p system, the non-resolvindisel the implication that hybrid p2p systems are generally $dala
behavior does not destroy the scalability of the p2p systesuen in presence of selfish peers. Note that this contragits wi
In the hybrid p2p system, a query request is always resolvie case of wireless ad hoc networks with scarce battery and
either by a peer or by the server, once generated. Henceamdwidth resources, where an extensive array of research o
peer generating a query request ultimately owns the contémtwarding incentivization has been studied e.g., [224}2
and there is a sufficient number of (cooperative) peers wiftnother point is that despite low query forwarding cost,réhe
the content. However, in a fully distributed p2p system with may still exist a non-negligible portion of non-forwardipgers,

a server, some query requests may not be resolved becaage simply malicious peers or peers in the competitive p2p
of the absence of a server and selfishness of peers. Bgstems [25], in which case a scheme for forwarding incentiv
unresolved query requests may increase the number of peeseds to be applied to the system. However, an incentive
without the content and as a result the performance of contemechanism for non-forwarding peers seems to involve some
distribution can be severely deteriorated by the non-vésgl degree of hardness and complexity, especially compardtto t
selfish behavior. for impatient peers. Due to the dedicated server in the Dybri

In the static case, we get the closed forms for the probgbilip2p system, developing an incentive mechanism in this case
of query resolution by the server corresponding to the casemn be easier than that of wireless ad hoc networks, yet it may
of various selfish behaviors and mathematically confirm thecur heavy message passing among the server and the peers
intuition that multiple selfish behaviors increase the servincentive mechanisms for forwarding queries get important
load more than a single selfish behavior. The closed formsas the search for information over social networks becomes
the probability of query resolution by the server enableais popular [16]. To answer more definitely, further experinagént
examine the limit of the server loads for the various cases stiidies on existence as well as the portion of non-forwardin
selfish behaviors ad goes tooco. peers in hybrid and unstructured p2p systems are necessary.

C. Implications IV. STATIC SELFISH BEHAVIORS

hybrid p2p systems against selfish peers. server and the average time to find a peer with the content

Non-resolving peers_A_s sj[ated in Theorem 1, non-resolwr_]goy random walk for each selfish behavior. The performance
peers do not have critical impact on the server load for a"’wﬂxfrom the querying peer's point of view is captured by the guer
selfish portionr < 1. Itimplies that a mechanism to incentiviz ncy

]E)eers tlosrftreTﬁgn_tepts 'S ?Ot ?tec?ﬁsary n r:};blrl'd gigt&zSte”Before starting our analysis on the p2p system under the
or scalabriity. 1hiS IS In contrastto the case ot Tully GSUIED  gofish pehaviors, we first introduce necessary prelimésari

p2p systems which typically exert significant efforts to elep for the fully cooperative p2p system in Section IV-A. In the

nice incentive mechanisms for content sharing [17], [2B1] following sections, we will discuss the server load for thefi
The main reason for this difference lies in the fact that w; :

. . . : Al Waifish behaviors in Section II. From now on, a random walk
have a dedicated server in hybrid p2p, Wh'Ch ensures _tO'BUStglways means the continuous time random walk in (3).
a reasonable degree of content availability, whereas irlla fu
distributed p2p the content availability can be worseneerova Fully Cooperative Peers
time by non-resolving peers.
Impatient peerslt is intuitive that the system does not scale
well to the increase of the impatient peers, because theise
load increases in proportion tasgoortion of N peers. However,
this unscalability can be easily solved by employing a semp
incentive mechanism with help of the server in hybrid p2g,,e.
enforcing impatient peers to pay a small fee for their inmgyti
direct server access.
Non-forwarding peersin this case, the server load also blow
up even for a small portion of non-forwarding peers. Thus, I(p) = spN p.

We state the probability of query resolution by the server
d the average time to find a peer with the content in [6]. Let
be the average time to find a peer possessing the content
y a random walk and be the probability that a query is
resolved by the server. Therefore, for a completely codpera
p2p system (i.e.g = 0), the probability that the p2p system
resolves a query i$— s, and by (2) the mean load (query rate)
on the server is



The two quantities,s and T, are obtained by conditioning C. Non-resolving Peers (S2)
the set of peers possessing the conteht,The steady-state N assume is the probability that a peer is non-resolving
distribution of the set of peers possessing the contéftt), is (though patient and relaying), and a peer is cooperativh wit
va(N,p) = P(A(t) = A) = plAl(1 — p)N 1AL (4) probability 1 — o. Here, a non-resolving peer (implicitly with

for A C V, which does not depend gn(peer churn parameter).content) acts just like a cooperative relaying peer (thasdut

For a given seBB C V, E;[T3] denotes the mean hitting timeP0Ossess the content).
on the setB from peeri by the (query propagation) random For this subsection and the following subsection, we wié us
walk andP;(T5 > t) denotes the probability that a randon® contact set whose definition is as followscéntact seC is
walk starting from the peet hits the setB after more thart @ set of peers such that if a query request (random walk on

(seconds). the p2p overlay network) reaches any elemgrtC, then the
The expressions fof and s are respectively (see equationgjuery request is terminated. .
(6)-(9) (proof of Prop. 1) and the proof of Prop. 2 of [6]). When there are non-resolving peers, the contacigsta set
_ B of peers that have the content and are cooperative (regdlvin
sp) = Z va(N=1,p)fa, ©) The p2p graph dynamics can be represented by a Markov
A4V - . .
processA(t) with transition rates
T = Z va(N —1,p)ga, (6) A — A—{z} withrate(l1—p+po)uVvzec A
ALV b1 Pt . B T
where A — AUu{y} withrate(l—o)puVyec A
1 Hence, it follows that
fa = N Z Pj(TA > Tmax); SNR
jEA sy (p) = Z fava(N —1,(1—o)p)
1 A4V
ga = X7 E; [min TA7 Tmax .
¥ 2 & min{Ta T TVG) = 3 favalN - 1,(1- o))
A#V

Note that for a given sel C V, %wa is the probability
that a randomly chosen query-issuing peer does not get t -
content untilT},,, and ﬁgA is the average time to find a  Proposition 1:

peer with the content withi,,,,. We emphasize the following ssVR(p) = s((1—o)p) and
facts: T = T o).

e g4 and f4 do not depend omp.

o fa> faurzy @ndga > gaugay forz ¢ AandA C V.
Note thatfy = 1 and gy = Tiax and thatgs and f4 depend
on the p2p overlay graph structure and the dynamics of t
random walk. In addition, we have found useful properties of kR = (1-o)p, (8)
s(p) and T(p) as follows. (see the Appendix for the proof). anq; for the fully cooperative case,

Lemma 1:T(p), s(p) are decreasing convex functions of

hgherefore, we have the following proposition.

From the perspective of query resolution by the p2p system,
the mean size of the contact set terminating (and here stcces
Luély resolving) the query has changed #Q\R N where

R =

B. Impatient Peers (S1
P (51) In the following, x is the probability that a peer belongs to

If a peer is impatient with probability: (though always o contact setd that terminates a query before time to live

cooperatively relaying and resolving) and cooperativehwitTmaX, whether or not contacting this set results in the query
probability 1 — o, then the probability that an

o “arrving” peerbeing successfully resolved. So we can relate the scendtio w
generates a querjo the p2p systems simply reduced 10, resolving peers to a fully cooperative one as
(1 — o)p. But because the impatient peers are assumed to rl)e

cooperatively resolving and relaying, impatience doeshave sV (p) = s(sx"%) > s(p) and
an effect on the probability of query resolution by the p2p TSNR(p) = T(ENR) > T(p),

system,1 — s, and the mean sojourn time of the query in th
p2p systemT.

Impatiencedoeshave an effect on the server querying loa
By (2), the mean querying load to the server is increased to

fWhere the inequalities are by Lemma 1. Because we assume
hat the non-resolving peer is patient, the mean query mate t
he server iss(k3NR)pN p.

2PN . (7) D. Blackhole Peers (S4)
where s3I, the probability that the query is resolved by the Now suppose that the probability that a peer is a blackhole
server, is is o, and that a peer is cooperative with probability o. The
sSSP = o+ (1-0)s(p) (=s(p)) mean size of the random set of blackhole&is4>*"] = o V.

with s3'" = s. Similarly, the load per resolving peer is novx/iis%ﬂe&y Awﬂl ASstng:JV‘('Ze\njsgg)her:]iggs Out or contack:=
3P = (1 —0)II(p), wherell3'" = IT is the load per resolving T :
peer for fully cooperative p2p system (with= 0). E[A] = sBUN and k3BH = o4 (1-0)p.



The resulting p2p system dynamics can be represented byoaditioning the initial peer ind< above)

Markov procesg A(¢)} with transition rates
A — A—{z} withrate(l1—p)(1—o)u VzecA
A — Au{y} withrate(oc+p—op)u Vye AC.

The closed forms 0£52H(p) and T5BH(p) are provided below.

Proposition 2:

(1-0o)p
SiBH (p) = SBH +S(K§BH) 1.SBH

(I—o)p
M) = +SBH +T(r™) ,SBH

Proof: By conditioning onA = ASBH U A, we get
1= () = Y halo,p)va(N =),
A4V
whereh ;(o,p) := P(Ta\ asen < min{Tiax, Taser }) (@nd we
suppressed indication of conditioning on the initial (glieg)

9)

-1,k

We can similarly show that the mean query rate on the (non-
blackhole) resolving peers satisfies

1— 5™ (p)

1—s(p)
E. Non-forwarding Peers (S3)

The effect of non-forwarding behavior is similar to that of
blackhole behavior. Now suppose that the probability that a
peer is non-forwarding is, and that a peer is cooperative with
probability 1 — 0. The contact set that terminates a query is the
set of peers that are selfish or that have the content. The mean
size of the contact set is;NF NV, where

KNF = (1 —p)+p = (13)
However, the probablllty that the query is resolved giveat th

the contact set is reached is
D p

M) = I(p). (12)

SBH

peer onA°). Let X (t) be the peer handling the query at time — =

t, so that
hi(o,p) = P(T; < Tmax, X(T3) € A\ A% (10)
(1—o)p
= KST P(TA < Tmax)~
Therefore,
1— SSBH(p)
(I1—-0)p
= D P(Tx < Tmax)v g (N — 1,53%)
A#V
(1-o)p SBH
= K,E_T (1 — S( )) (11)

Using similar arguments, we have the resultrid

Since blackhole peers have two selfish behaviors, non-

resolving and non-forwarding, we intuitively expect theves
load with blackhole peers is bigger than that with non-résgl
peers. The following corollary shows that this intuitiortige.
Recall thatsS\R(p) = s((1—o)p) andT3NR(p) = T((1—0o)p).
Corollary 1:
soon( s(p)
T(p).

)
TN (p)

)

SNR(
5% (p) )

2 2
2 2

Proof: Let
E; = { event such thal'; < Ti,ax and X (T
By = { event such thal s asen < Tnax}-
Note thatE; C E,. Hence,
P(T; < Tmax, X(T3) € A\ A%BH) < P(Ta\ asen < Thax)-
Therefore,
1-s3%M(p) < 1—s((1—0)p)

by (9), (10) and the fact that the mean size4of ASBH is (1 —
o)pN. Finally, recall thats3\R(p) = s((1—0)p) by Proposition
1 ands((1 —o)p) > s(p) by Lemma 1.

)EA\ASBH}

For T3B"(p), we can use the same argument since,

E[min{TA\ASBH,TmaX}] > E[min{7T';, Tmax}] together with

Lemma 1 and Proposition 1 (again, suppressing indication of

Kt o(l—p)+p’

rather thar(1—o)p/x3EH in Proposition 2. Hence (11) becomes
§SNF p SNF
1- So (p) SNF (1 - 5( ))

Hence, we have the foIIowmg proposition.
Proposition 3:

a(l1—p) p
sV (p) = T SNF + S(KENF)HSNF'
Furthermore, we observe that
o(l—p D
5 ) = M (p) = %5(0) + S(KENF)HSNF
a(l—p) p SNF
> S(w'(ﬁrw'ﬂa ) = 5(p),

where we uses(0) = 1 for the first equality and the second
inequality holds because of the convexity gfp). Similarly,
the analogous version of (12) holds as well.

F. Completely Selfish Peers (S5)

A completely selfish peer is both impatient and a blackhole.
Considering the separate cases above, the probabilityathat
guery request is resolved by the server is

55°(p) = o+ (1—0)s3"(p)
= 7 (p) + ol -7 (p)).
Note thats>®(p) > s3BH(p). To summarize,

535 (p) > 3B (p) > $SNF(p) or s2NR(p) > s(p).

G. Proof of Theorem 1 for Static Selfish Behaviors

This subsection provides the proof of Theorem 1 under static
selfish behaviors.

S1. Underimpatient peers, by (7) the average load on the server
is greater tharwrpN 1 which diverges asVp — oo.
S2. Under non-resolving peers, the server load is

pNus(rNF) = pNuS((lfo)p)
1

= 0= {p'Nus(®')},




where p’ = (1 — o)p and the first equality is due Since we have
to Proposition 1. By Corollary 1 in [6]p'Nus(p') IS snr,.\ _ _PNR SNF/ \ _ PNF SBH, \ _ PBH
bounded if {G(N)}%_, is an expander graph family °° (p) =550 (p), 557 (P) = 5.1 (P): 557" (P) = 51" (P),
and Thax(N) = Q(N) as N — oo. Hence the server the conclusions of Theorem 1 for probabilistically selfish
load s(k3NR)pNp is bounded regardless of with the behaviors can be derived using Proposition 4 and Theorem
assumptions. 1 for static selfish behaviors. Now we present the proof of
S3. To derive a contradiction, suppose that the server loadRgoposition 4 in below.
bounded under non-forwarding peers. Namely, for someProof of Proposition 4: Let P = iy — ig--- — if
K < o0, be the random walk generated by a query request (excluding
lim uNpsiNF(p) < K. the peer generating the request), arid € {H,T} be the
N—oo random coin to decide whether peér possess the query
Then, we observe that content or not, i.e.P(Y,, = H) = p. Similarly, we use
o(1—p)+p Z, € {H,T} for i, being selfish when entering the system,
— N and W, € {H,T} for i, acting selfishly when handling the
1 1 guery request. By considering “virtual” walks even afteigry
= K(l - —+ 7) (14) request is resolved (or non-forwarded), we assume that the
o o(l-p) random walk continues till time to liv&},... Hence,P(P) is
where the second inequality holds by Proposition 3. Thugdependent of parametess3 and types of selfish behaviors,

whenlimy_,o p(IN) < 1, the right hand side of (14) hasand only dependent on the underlying p2p graph and holding
a finite limit, which contradicts thapr is unbounded. times at peers. Using this notation, we have

Therefore limy s oo pN us3NF(p) = oo. .
S4. Under blackhole peers, the server load diverged/as— s(p) = Y _P(P)-P(A query is not resolved P).
oo because P

Np < ———
HEP = S )

IA
=

Therefore, to prove part (a), (b) and (c), it suffices to study
whetherP (A query is not resolvedl P) decreases or increases
wheno, 8 change,

uNps;PH(p) > uNp

g

g
o+ (1—o)p > pNpo,
where the first inequality is due to Proposition 2. : .
S5. Under completely selfish peers, the server load is un-FOr Part (), i.e., non-resolving peers, we Igf denote the
bounded simply because the completely selfish case is Nt thatY, = T"orY, = Z, = W, = H. Using this
the corresponding system with blackhole pegts. notation, we have

L
V. PROBABILISTICALLY SELFISH BEHAVIORS P(A query is not resolvedi P) = P( ﬂ B, | P)
In this section, we consider probabilistically selfish beha n=1
iors. We remind the definition: an arriving peer is selfish = P( ﬂ B, | 73), (15)
with probability o and will thereafter behave selfishly when i€R(P)  neSi(P)

handling queries only with probabilityy. In other words, a whereR(P) andS; (P) denote the set of .
: . . i peers appearingfin
selfish peer may behave differently when handling the same the(se)t of ind(exés for peere R(P) in P, respectively,

query more than once. Recall that our random walk is assu
memoryless. Note that this is another way to model how a node”’
may (selfishly or maliciously) attempt deplete a query’setim R(P) = {i1,i2,...,ir}  Si(P)={n:i, =1i}.
to live Thax. A motivation for acting selfish only in such apor example, fP = a - b = ¢ = b = a — d,
probabilistic manner is to avoid detection and classifwafs ihan R(P) = {a,b,c,d} and S,(P) = {1,5},S,(P) =

a non-cooperative peer. {2,4},8.(P) = {3},S4(P) = {6}. The second equality
in (15) is from the independence betwef)), s ») Bn and

) ) nes,(p) Bn it j # k. Furthermore, we have
We analyze the asymptotic server load for various proba- "

bilistically selfish peers which act selfishly (accordingypes P(A query is not resolved P) = H P( ﬂ B, | P)
of (S2-(S49) as in the previous section. A similar strategy to i€ER(P)  neS;(P)

what we used to establish the asymptotic server load foicstat

selfish peers does not work for probabilistically selfishrpee H P(Y, n € 5i(P) | P)

A. Proof of Theorem 1 for Probabilistically Selfish Behasior

. . i€R(P)
Instead, we show the following comparison results.
Proposition 4: Let 131 = 0283, and 81 < f». Then, it +P(Y, =2, =W, = HVn € S(P) | P)

follows that = H 1 —p+ poplSPI (16)
(@) Sovin () < 5oy, (0) (< 535, (9) i€R(P)
b PNF < (PNF > (SNF where we use the fact that,, =Y, andZ,,, = Z,, (with
(b) Sgg,fl (p) 2 ngB’,fz ) (2 o (»)) probability 1) forni, ns € S;(P). (16) increases a8 increases
(C) 801,61 (p) 2 805,82 (p) (Z S5181 (p)) andoﬁ is fixed.



For part (b), i.e., non-forwarding peers, note that graphs (or relaxation time). Recalling the analysis in Bect
P(A query is resolved P) IV, we know that the case with non-resolving peers is idehtic
with the fully cooperative case with small query-genemgtin
probability (i.e., fromp to (1 — o)p). In a fully cooperative
p2p system, the server load is directly related to how qyiekl
I guery-issuing peer searches a peer possessing the cortient.
Z P(E,) - P(A query is resolved at, | E,,P), search time is closely related to the second largest eigjgnva
— and random walk search is effective in an expander family [6]
where we letE, be the event that the random walk reaches With this rationale, in a hybrid p2p system with non-resodyi

through, i.e., a query is neither resolved nor non-forwardeREe's; the server load drastically increases for 2-reguéphs, -
till the (n-1)-th peer ofP. One can check that compared with that for the random non-regular graphs with

) uniform degree distribution [3]. We took = 0.5 for the

P(A query is resolved at, | En,P) case of probabilistic (blackhole or non-resolving) peersioth
p if i, does not appear i, cases. Figure 2 and Figure 3 also show #Af < 53V for
0 otherwise ¢ = o x 3, which is consistent with Proposition 4.

L
> P(A query is resolved at the-th peeri,, of P | P)

n=1

0.025

PE) = I =p—o+oss@)
1€R(Prn)

whereP,, = iy — ... — in_1, i.€., the first sub-path of length %
n—1in P. The part (b) of Proposition 4 follows by observing

that P(E,,) increases ag increases andf is fixed. %

For part (c), i.e., blackhole peers, we use a similar styateg  © = &

to that used for the part (b) by using analogous definitions of (@) SNR (b) PNR with 8 = 0.5

E,,P,. In this case,

P(A query is resolved at,, | E,,P)
B {(1 —oB)p if i, does not appear i,

0.02

0.015]

0.01fy

Fig. 2: Server load with non-resolving peers: non-regutaps

0 otherwise

upNs

PE,) = [ 1-pA—-o+op5P)
1€ER(Pn)
As before, this establishes part (c) of Proposition4.

(a) SNR (b) PNR with 8 = 0.5
VI. NUMERICAL STUDY _ . .
. ) . ) ) Fig. 3: Server load with non-resolving peegsregular graphs

This section shows our numerical experiments. It is knowr
that almost alld-regular graphs form an expander family if
d > 2 and that random non-regular graphs with uniform degre:
distribution are also an expander family with high probiapil
[26]. To create the overlay graphs (of peers) of an expande °2
family, we used randomi-regular graphs and random non- o1 o0, < o=0,
regular graphs whose degrees are uniformly distributed ove ¢ 550 3600 4600 5300 5000 Q55595 55— et
{3,4,5,6}. For comparison, 2-regular graphs are also used. For iy
each plotp = 0.1, u = 0.001, andTy,.x(N) = N/20. Due to
space limit, we provide the experimental results of only-nonFig. 4: Server load with blackhole peers: non-regular gsaph
resolving and blackhole peers for random non-regular graph
and2-regular graphs; we obtained similar results $eregular
graphs.

0.3

UpNs

(a) SBH (b) PBH with 8 = 0.5

In Figure 4, the total load on the servepNs3EH and
upNsES are depicted for static and probabilistic blackhole

Fi 5 and 3 depict the bounded . | ggers, respectively. Here, we observe that the load on the
igure 2 an epict the bounded asymptotic server l0adyqor js ynbounded in both plots as Theorem 1 suggests.

of the p2p system With non—resolv_ing peers f_or rando%e took 5 = 0.5 for the case of probabilistic (blackhole or
non-regular graphs with degrees uniformly distributed rov‘ﬁon-resolving) peers. Figure 4 shows thﬁ%H > §SBH for

{3’4’5@ i_r;}d 2-regullarhgraphs, rles%eé:tively. Figggr_; 2 showg = o x g in Proposition 4. Under blackhole beers, there is little
that as in theorem » the server load decreases With 1000 change on the server load between 2-regular graphs and the
and is bounded ultimately. Note that the boundedness ofgsym, 45, non-regular graphs with uniform degree distributio

totic server load is still observed irregular graphs in Figure

3. However, the server load in Figure 3 increases signifigant VII. SUMMARY AND CONCLUSION
both for static and for probabilistic cases, compared wiidit t This paper has analyzed the impact of selfish behaviors
in Figure 2. This can be explained by the property of expanden the performance of content distribution of an unstruedur



hybrid p2p system, which exhibits good scalability for a’ similar argument works foil. This completes the proof of
expander graph family when a\ peers are cooperative and the.emma 1.[]
time to live of a query request is designed(agV). We clas-

sified different selfish behaviors and analyzed mathenibtica

and numerically how the asymptotic server load changes byThis research is supported by NRF grant number 2010-0006611
the selfish behaviors. Our analysis revealed that nonxiagpl KCA grant number KCA-2013-12911-05003 and NSF CNS grants
selfish behavior does not compromise the scalability whif$16179, 1152320.
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